’ HealthPlans,Inc.

Accessing Secure Email from Health Plans

At times, Health Plans will need to send information to you electronically, using a secure email server.
This secure server enables us to provide you with important, confidential information in a manner
that protects your privacy. Health Plans uses PGP Universal Web Messenger to provide this service.

If Health Plans sends a secure email to you through the PGP Universal Web Messenger server, you
will receive a notification email in your inbox with the subject: “PGP Universal Secured Message”:

PGP Universal Secured Message b= |x

from  HPI Sender 10:12 AM (1 minute ago) | 4 Reply | v

<hpisenden@healthplansinc. com=
to @ my_email@daomain.com
date  Tue. Feb 15 2011 at 10:12 AM
subject PGP Universal Secured Message
mailed-by  healthplansinc.com

You have received a PGP Universal Secured Message from:

HPI Sender <hpisendenf@healthplansine coms
To read this message securely, please click this link:

https: w1 healthplansinc. comdb/b. e?r=my_email%40domain. com&n=dP7ImQBGhalGEY LEbDALIO %30 %30

5 Reply =¥ Forward

This email will contain an active link to Health Plans’ secure email portal. Click on the link to login to
the portal so you can receive the confidential email from Health Plans.

Logging In for the First Time

When you click on the link in your first secure email from Health Plans, you will be prompted to
create a passphrase that will allow you to access all secure emails sent to you from Health Plans:

rev. 2/16/2011

— HealthPlans

' A HARVARD PILGRIM COMPANY

You have received an encrypted message from Health Plans, Inc.

Flease create a passphrase to secure future messages delivered to you

This server requires your passphrase to meet the following requirements:

e Theymustbe atleast 8 characters long
e [tmustinclude an uppercase letter, a lowercase letter, a digit and a punctuation mark.

For example, “Kittycat” is not a valid passphrase, but "k1ttYc@t" is a valid passphrase.
Here are some recommendations for protecting your passphrase:

Use an easy to remember passphrase that you don't need to write down
Dontuse chvicus passphrases that can be easily guessed

Dont make your passphrase a single word.

Dont use famous quotations

Passphrase: |nuu..

Confirm Passphrase: quuu

(continued)



Once you have established your passphrase, you will be asked to select a “Message Delivery Option”.
This step is required at the server level; however, all emails from Health Plans will be delivered
through aregular (non-secure) server unless the sender marks their email as “Confidential”, in which
case it will be sent using PGP Universal Web Messenger. On this screen, please confirm that the

radio button is selected, and then click on Choose Option:

= Settings =) Help &3 Logout

’ 'HealthPlans REE

A HARVARD PILGRIM COMPANY

Message Delivery Options

Please select how you would like to receive future messages from Health Plans, Inc..

Q

{+ PGP Universal Web Messenger

| wantto receive as many messages as possible via normal email. Use PGP Universal Web Messenger only for secure delivery
of confidential information.

I Save a copy of all outgoing messages in my “Sent” messages folder.

& 1991-2009 PGF Corporaticn. All Rights Reserved.

At this point, the secure email will be opened for you:

k= Settings 74 Help &3 Logout

’ 'HealthPlans EEE

A HARVARD PILGRIM COMPANY

N Compose
l - Reply I l <+ Reply To All I l @ Delete I | l = Print Message 1 of 1 First | Previous | Next | Last
£ Inbox .
From: HP| Sender <hpisenderf@healthplansinc.com: 02115111 10:09 AM
. — To: “"my_email@domain. com” <my_emaili@domain. corms
L2 oen Subject: Sample Secure Email from Health Plans

Sarnple Secure Email from Health Plans.
Sinceraly,

HPFI Sender

Health Plans, Inc.

2 Harvard Pilgrim Company
PO Box 5199
YWesthorough, MA 01581
Phone (500) 343-7464

Fax (B0 754-0664

|
g HealthPlans
A HARVARD PILGRIM COMPANY
l “ Reply ] l <+~ Reply To All H @ Delete ] | l = Print Message 1 of 1 First | Previcus | Next | Last

(2)
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Subsequent Secure Emails

If you receive additional secure emails from Health Plans in the future, click on the link in the
notification email, as previously shown. You will be prompted to enter the passphrase that you

created to access your first secure email:

’ ‘HealthPlans

A HARVARD PILGRIM COMPANY

Welcome to Health Plans' Secure Email Portal

Please enter your passphrase:

In arder to gain access to your account and messages you must

first enter your email and passphrase associated with this account. Passphrase: [esesesse
| lost my passphrase

€ 1991-2008 PGP Corporation. All Rights Reserved.

You will then be brought to your Secure Email Inbox, where you can open any new/unread emails:

£ Settings 74 Help &3 Logout

] HealthPlans

' A HARVARD PILGRIM COMPANY

N Compose my_email@domain.com’s Secure Inbox
a Inbox Message 1-20f2  First| Previous | Next| Last
4 Sent C 0] 2]fon | subjest / [ Receivea ¥ | size
Q= HPI Sender Sample Secure Email from Health Plans #2 Today 10:32 AM 19KB
O = HPI Sender Sample Secure Email from Health Plans Today 10:09 AM  11KB
Message 12012  First| Previous | Next| Last
ogged in: 02/16/11 1:03 P

- HealthPlans

' A HARVARD PILGRIM COMPANY
N Compose :

(.= Reply | [.<* ReplyToAll | [ @ Delete | | [, Print
M

= Inbox
From: HPF| Sender <hpisender@@healthplansinc.com=

».}? Sent Subject: Sample Secure Email frorm Health Plans #2

Sample Secure Email from Health Plans - #2
Sincerely,

HPI Sender

Health Plans, Inc.

3 Harvard Piigrim Company
PO Box 5159
Westhorough, MA 01551
Phone (800) 343-7464

Fax (508) 754-9664

= HealthPlans

A MARVARD PILGRIM COMPANY

To: "my_email@domain.com” <my_email@domain.com:

(.= Reply_| [.% ReplyToAll | @ Delete | | [, Print

= Settings = Help &3 Logout

Message 20f 2 First | Previous | Next | Last

O2A5M1 10:32 AM

Message 20f 2 First | Previeus | Mext | Last
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Forgot Your Passphrase?

If you receive a secure email from Health Plans but you can’t remember your passphrase, click on the
link in the notification email as usual, and then click on I lost my passphrase:

g HealthPlans @aa
A HARVARD PILGRIM COMPANY
Welcome to Health Plans’ Secure Email Portal Please enter your passphrase:
In order to gain access to your account and messages you must
first enter your email and passphrase associated with this account Passphrase:
I last my passphrase
© 1821-2008 FGF Corporation. All Rights Reserved.

You will be asked to confirm your email address, after which an email containing a link that will
enable you to reset your passphrase will be sent to you at that email address:

] HealthPlans

' A HARVARD PILGRIM COMPANY

-
i ¥ HealthPlans

' A HARVARD PILGRIM COMPANY

Passphrase Reset Message Sent

You will receive an email containing a linkto reset your passphrase. Please note that you can enly reset your
passphrase once every 24 hours.

Please enter your email address to receive a link where you can safely reset your passphrase
Your current passphrase will remain active until you enter 3 new one.

Email Address: [my_email@domain.com

© 1991-2009 FGF Corporstion. All Rights Reserved

© 1921-2009 FGF Corporation. All Rights Reserved

’ 'HealthPlans

A HARVARD PILGRIM COMPANY

Create Your Passphrase

Your passphrase has been reset. Please enter a new passphrase.

This server requires your passphrase to meet the following requirements:

# Theymustbe atleast 8 characters long.
# [tmustinclude an uppercase letter, a lowercase letter, a digit and a punctuation mark.

For example, “kittycat™ is not a valid passphrase, but "k1ttYo@t” is a valid passphrase.
Here are some recommendations for protecting your passphrase:

» LUlse an easyto remember passphrase that you dont need to write down.
s Dontuse obvicus passphrases that can be easily guessed.

#» Dontmake your passphrase a single word.

« Dontuse famous guotations.

Passphrase: [ssesssee

Confirm Passphrase: [ssssssss

® 1291-2009 PGP Corporation. All Rights Reserved.

After resetting your passphrase, click on Continue. You will then be brought to your Secure Email
Inbox.
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